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Remembering the Acronyms

What IT systems do | have in my enterprise?

What vulnerabilities do | need to worry about?

What vulnerabilities do | need to worry about
RIGHT NOW?

How can | configure my systems more
securely?

How do | define a policy of secure
configurations?

How can | be sure my systems conform to
policy?

How can | be sure the operation of my systems
conforms to policy?

What weaknesses in my software could be
exploited?

What attacks can exploit which weaknesses?

What should be logged, and how?

How can | aggregate assessment results?

How can we recognize malware?

e CPE (Platforms)

CVE (Vulnerabilities)

CVSS (Scoring System)

CCE (Configurations)

XCCDF (Configuration Checklists)
OVAL (Assessment Language)
OCIL (Interactive Language)
CWE (Weaknesses)

CAPEC (Attack Patterns)

CEE (Events)

ARF (Results)

MAEC (Malware Attributes)
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Standardization Efforts leveraged by the
Security Content Automation Protocol

WLERPEEE LD EW LRSI o CPE (Platforms)

What vulnerabilities do | need to worry about? CVE (Vulnerabilities)

What vulnerabilities do | need to worry about .
e CVSS (Scoring System)

How can | configure my systems more
securely?

How do | define a policy of secure . . .
configurations? XCCDF (Configuration Checklists)

CCE (Configurations)

How can | be sure my systems conform to
policy?

OVAL (Assessment Language)

How can | be sure the operation of my systems
conforms to policy?

What weaknesses in my software could be
exploited? CWE (Weaknesses)

OCIL (Interactive Language)

(WL ENEL =TSR WS LTAW T SETGEEE I o CAPEC (Attack Patterns)
What should be logged, and how? o CEE (Events)

How can | aggregate assessment results? e ARF (Results)

How can we recognize malware? e MAEC (Malware Attributes)
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SCAP - FDCC

EXECUTIVE OFFICE OF THE PRESIDENT
OFFICE OF MAMAGEMENT AND BUDGET
WASHINGTON, D.G, 20503

and USGCB

National Checklist Program

,m!a @ http://nvd. nist.gov/ nep.cfm?repository

Sponsored by
DHS National Cyber Security Division/US-CERT

bility [Database

June 1, 2007 National VVulnena
automating vulnerability managemémny measdrement, and compliance checking
u_u?_1 s iliti Product Dictionary
Tools
MEMORANDUM FOI ———— jonal Checkdi ;
B eI Details on the National Checklist Program (ucr‘] are available here.
T e T T
o, '-1 EXECUTIVE OFFICE OF THE PRESIDENT m;a:;:mmmg oy NCP contains 150 checklists covering 146 products
vulners management, secu Keyword Search: (Search )
FROM: e £ OFFICE _?:J::::gi'—‘:'ﬁf;::& BUDGET mezsuremant, and complance (3-  (try s chackint ar product name)
"4 o B ¥ A . Lo . )
ey
= " P.;m:;a:ém:z:ner product category of the IT product, e.g. firewall, 1DS,
29632 CVE Vulnerabilities
August 11, 2008 ::gﬁ The checklists are isted by the manufacturer of the IT product.
M.0E-22 2150 US-CERT Vuln Notes
3171 OVAL Queries “The name of the organization and authors that produce the checklist.
13666 Mulnerable Products
SUBJECT: MEMORANDUM FOR THE CHIEF INFORMATION OFFICERS Last updated: 02/20/08
- — CVE Publication rate: o
s - . (_/ ) 18 vulnerabilities / day This category contains OMB Fedaral Desktop Core Configuration (FDCC) checkiists provided using
FROM: Karen 5. Evans &,(_d‘—g{,, ;’-4,_«'/ I e e e e i W S e A e
Administrator NVD provides four mailing lists to the this category conform to the Security Content Automation Protocal (SCAP). SCAP
. moﬂlcf}fafm E-Government and Information Technology :.‘::i:' u;‘am%fﬁmm SCAP Checklists enablea ‘;;;mny ook to perform sutomatic configuration checking using NOP checklists
Systems,” which stateds SUBJECT:  Guidance on the Federal Deskiop Core Configuration (FDCC) Recent Updates (includes updates from the last & months)
andfor plans to upgrade o
. The symbol 'denotes newly added checklists
configurations by Febmg In March 2007, OMB Memorandum M-07-11 anncunced the “Implementation of Commonly e :mhm P —
Accepted Security Configurations for Windows Operating Systems.” directing agencies with T SCAP Conficuation Content - DISA Windove 2000 Security Checklst *
This memorandy Windows XP ™ deployed andfor plan to upgrade to the Vista ™ operating svstem to adopt the. Sponsored by the Department of ation Content - Red Hat Enterprise Linux
solicitations to ensure of Federal Desktop Core Configuration (FDCC) security cenfigurations developed by the National SGAP Gonfigumation Content - Selaris 10 -
information Institute of Standards and Technology (WIST), the Department of Defense {DoD) and the DR R T B BT AR
SCAP OVAL Patches - Red Hat Enterprise Linux

technology|
configurations. Your ag

Department of Homeland Security {DHS).

On June 20, 2008, NIST published the updated Federal Desktop Core Configuration Major

“a)) The provides Versien 1.0 settings release. Relative to the previous version of FDCC which was originally
and operate 4 posted in July 200740 settings have changed. Changes were derived from public comment
Configuratic] during the April and May 2008 public comment perieds, analysis of the March 31,2008, Agency
Windows X1 FDCC eeports and subject matter expertise. FDCC Major Version 10 settings aee available at
see: hipe/fes| hutpetfavd.nist.gov/fdec/idownload fdec.ofm.
seltings, see

Federal Desktop Core Configuration Major Version 1.0
b :ﬂ';f\f;:‘;ﬁ FDCC Major Version 1.0 is based on Microsaft Windows XP Service Pack (SF) 2 and Microsoft
afi | Windows Vista 5P 1. Although Security Content Automation Protocol (SCAP) Content has
o l_gmalm_' been engineered so that it will also operate on Windows XP 5P3, near-term Windows XF patch
Service for i checking will be oriented toward Windows XP SP2. Itis understood that many managed
silently insta environments throughout the Federal government implement service packs shortly after their

release. While near-term Windows XP checking is based on Windows XP/SPZ, we do not
anticipate any significant measurement issues for Windows XP/SP3. NIST is currently working
with IT product vendors to develop additional SCAP Content based on the FDCC settings for
ather platforms and applications.

¢) Applications
without eley

To coincide with the release of FDCC Major Version 1.0, new SCAP Content has also been
made available. This SCAP Content is inclusive of the 40 FDOC settings changes. Al this time,

the FDCC is comprised of settings located at hitp:/ffdec nist.gev that can be checked using the
updated SCAP Content and SCAP-validated tools with FOCC Scanning capability as specified
on the NIST website at hitp:/nvd nist.poviscapproducts cfm. Not all FDCC seitings can be
checked using autemated scanning tools. NIST is coordinating the refinement of SCAP Content

Program. It is the U.S. gavernment
content repository for the Security
Content Automation Protocol (SCAR).

cve.mitre.org

CCE

Commen Configuration Enumeration

- CPE.
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Knowledge Repositories SCA P_ B aS ed F DCC G u | d an C e

Operations Security Management Processes

FDCC Compliant Tools
@TEHAEE NCIrC|e”  #ThreatGuard Qnetn Sigaert {721

’ symantec.

g ecowra VTelos gl it < Sh/\vhkm LANDesk

") INTERNET SECURITY bmcggfrma[ Atlanti TAKE CONTROL.
nti
o . Systems Smmx
Aﬂc Afee i Group, Inc. FERATINET
BIGFIX v:u{rmd I EYBDQ'“‘S"CV

' Mmu
@ QUALYS @ GIDEON TECHNOLOGIES Systams Centor 2 ystem Center
risk: mcmsvsrms ‘Nq.‘ Triumfant Aarmawmc ~ Configuration Manager

INTERNET Operational Enterprise Networks
‘ ‘ ‘ Flrewall

Enterprise IT Asset Management

Enterprise IT Centralized
Change Management Reporting

MITRE - .
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Knowledge Repositories

OVAL/XCCDF/
CCE/CCss/
CPE/ARF

CWE/CAPEC/
SBVR/CWSS/
MAEC

CPE/OVAL

XCCDF/OVAL/
CCE/CCSS

~

CVE/CWE/O
CVSS/CWSS

CVE/CWE/CVSS/
CPE/CWSS/
CAPEC/MAEC

CAIF/IDMEF/IODEF/CVE/CWE/
OVAL/CPE/MAEC/CCSS/CWSS/
CEE/ARF

CWE/CAPEC/
CWSS/MAEC/
OVAL/OCIL/X
CCDF/CCE/C
PE/ARF/SAFE
SISACM

Development &
Sustainment
Security
Management
Processes

CVE/CWE/
CVEBS/ARF/
CCE/CCss/
ARFICWSS/

V W
CVSS/ARF;

CCE/CCsSs/
OVAL/CWSS/
XCCDF/CPE/

CVSS/ARF/.
CCE/OVAL/CCSS
/

XCCDF/CPE/

o

VAL/CPE/ CAPEC/MAE CAPEC/CWSS/
XCCDF c MAEC/CEE
Operations Security Management Processes
—— — — — R —
INTERNET
Router Web Application Database
Servers Servers Systems
. Sl ermepperrs N 111 11 I INTRANET
1 1 1 1 | 1 1 1
DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems
CVE/CWE/CVS
S/ICCE/CCSS/O . .
VAL/XCCDF/ Operational Enterprise Networks
e — — I
AEC/CWSS/CE CVE/CWE/CVSS/CCE/CCSS/OVAL/XCCDF/
E/ARF CPE/CAPEC/MAEC/CWSS/CEE/ARF
Trust Enterprise IT Identity . :
Management Change Management Management Centralized Reporting

Enterprise IT Asset Management



SﬁP
CVE
CPE
CCE
OVAL
OCIL

XCCDF

cvss

SCAP 1.1 uses the following specifications:

B Extensible Configuration Checklist Description Format (XCCDF) 1.1.4, a language for authoring
security checklists/benchmarks and for reporting results of checklist evaluation [QUIOS]

B Open Vulnerability and Assessment Language (OVAL) 5.6, a language for representing system
configuration information, assessing machine state, and reporting assessment results

B Open Checklist Interactive Language (OCIL) 2.0, a language for representing security checks that

requires human feedback

B Common Platform Enumeration (CPE) 2.2, a nomenclature and dictionary of hardware, operating

systems, and applications [BUT09]

B Common Configuration Enumeration (CCE) 5, a nomenclature anq
configurations

B Common Vulnerabilities and Exposures (CVE), a nomenclature an
software flaws’

B Common Vulnerability Scoring System (CVSS) 2.0, an open speci
severity of software flaw vulnerabilities [MELO7].

Special Publication 500-126
NIST Revien | DRAFD
ional In:

The Technical Specification
for the Security Content
Automation Protocol (SCAP):
SCAP Version 1.1 (DRAFT)

Recommendations of the National Institute
of Standards and Technology

Stephen Quinn
David Waltermire
Christopher Johnson
Karen Scarfone
John Banghart




Other Automation Protocols Can Capture the
Government Use Cases...

e Enterprise System Information Protocol (ESIP)

— For reporting of asset inventory information. Common Platform
Enumeration (CPE), etc.

e Threat Analysis Automation Protocol (TAAP)

- For reporting and sharing structured threat information. Malware
Attribute Enumeration & Characterization (MAEC), Common Attack
Pattern Enumeration & Classification (CAPEC), Common Platform
Enumeration (CPE), Common Weakness Enumeration (CWE), Open
Vulnerability and Assessment Language (OVAL), Common

Configuration Enumeration (CCE), and Common Vulnerabilities and
Exposures (CVE).

e Event Management Automation Protocol (EMAP)
— For reporting of security events. Common Event Expression (CEE),
Malware Attribute Enumeration & Characterization (MAEC), and
Common Attack Pattern Enumeration & Classification (CAPEC).

©2011 MITRE



Other Automation Protocols Can Capture the
Government Use Cases...(oncluded)

e Incident Tracking and Assessment Protocol (ITAP)

- For tracking, reporting, managing and sharing incident information. Open
Vulnerability and Assessment Language (OVAL), Common Platform
Enumeration (CPE), Common Configuration Enumeration (CCE), Common
Vulnerabilities and Exposures (CVE), Common Vulnerability Scoring
System (CVSS), Malware Attribute Enumeration & Characterization
(MAEC), Common Attack Pattern Enumeration & Classification (CAPEC),
Common Weakness Enumeration (CWE), Common Event Expression
(CEE), Incident Object Description Exchange Format (IODEF), National
Information Exchange Model (NIEM), and Cybersecurity Information
Exchange Format (CYBEX).

e Enterprise Remediation Automation Protocol (ERAP)

- For automated remediation of mis-configuration & missing patches.
Common Remediation Enumeration (CRE), Extended Remediation
Information (ERI), Open Vulnerability and Assessment Language (OVAL),
Common Platform Enumeration (CPE), and Common Configuration
Enumeration (CCE).

o Enterprise Compliance Automation Protocol (ECAP)

— For reporting configuration compliance. Asset Reporting Format (ARF),
Open Checklist Reporting Language (OCRL), etc.

©2011 MITRE



Knowledge Repositories
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CPE/OVAL XCCDF/OVAL/

CCE/CCSS

CVE/CWE/O
CVSS/CWSS

CVE/CWE/C\SS/ CAIF/IDMEF/IODEF/CV[F/CWE/
CPE/CWSS/ OVAL/CPE/MAEC/CCSH/CWSS/
CAPEC/MAE CEE/ARF

OVAL/XCCDF/ VEARW VETC\E
d VSS/ARF/.

CCE/CCSS/ CVSHIARF | ‘

CPE/ARF A AP cceffess \/l /A PcerojaLiccs

OVALYCWS!
XCZDONCPE/ XCCDF/SPE/

CAPEC/MAE CTAPEC/C
c MAEC/CEE
Operations Security Management Processes
— — R —
INTERNET = =
Router Web Application Database
Servers Servers Systems
o2 | ————1 Tl 111 I INTRANET
CWE/CAPEC/ | | | ] Firewall f | | |
SBVR/CWSS/
MAEC DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems
SWA ( N
CWE/CjI;IESy CVE/CWE/CVS
S/CCE/CCSS/O o .
e VALIXCCDF/ Operational Enterprise Networks
CCDFICCE/C — _ '
PE/ARF/SAFE AECICWSSICE CVE/CWE/CVSS/CCE/CCSS/IOVAL/XCCDF/
S/ISACM E/ARF CPE/CAPEC/MAEC/CWSS/CEE/ARF
Development & . Enterorise IT
Sustainment rust nterprise Identity : :
Security Management Change Management Management Centralized Reporting
Management
Processes IT Asset Management




Making
Security
Measura ble"\..}

A
N
N
N
N\

N
&

a ingsecuritymeasurable.mitre.org]

Making Security Measurable

http://msm.mitre.org/

Google

-

MITRE, in coflaboration with
govemnment, industry, and
academic stakehoiders, is
improving the measurability of
security through enumerating
basaline security data,
providing standardized
languages as means for
accurately communicating the
information, and encouraging
the sharing of the information
with users by developing
repositories.

The other activities and
initiatives listed here have
similar concepts or compatible
approaches to MITRE's.
Together all of these efforts are
helping to make security more
measurable by defining the
concepts that need to be
measured, providing for high
fidelity communications about
the measurements, and
providing for sharing of the
measurements and the
definitions of what to measure

Home | About | Current Collection | Incubator | Evenis & Paticpation | Feedback Recuesied
Measurable security pertains at a minimum to the following areas:
® Vidnerability Management ® Asset Security Assessment ® Configuration Guidance = Maware Resporse ® Threat Analysis
® Intrusion Detection " Asset Management ® Patch Management ® Incident Management
Enumerations Languages Repositories
&5 Common Vulnerabilities and sures (CVE®) - common m Open Vuinerabiity and Assessment Langusge (OVAL®) - standard OVAL Repository - y OVAL
, vunerabdity dentifiers for ] Y d issuss e rShetsy C Y. and Patch D
Common Weakness Enumeration (CWE ™) - list of software Common Event Expression (CEE ™) - standardizes the way National Vulnerability Database (NVD) - U.S. vumamnyamsebesedmt\f

weakness types

CAPEC Common Attack Pattern Enumeration and Classification (CAPEC™)
- list of common attack pattemns

C Common Configuration Enumeration (CCE ™
C € configuration identifiers

‘.'CPE Common Piatform Enumeration (CPE ™) - common piatform

- commen secunty

CWE/SANS Top 25 - consensus kst of the 25 most dangerous programming errors

<EE

Maiware Attribute Enumeration and Characterization (MAEC™) -
MEC for aftribute-based matware

puter events are logged, and g

that integrates al publicly avaiable

NIST Security Content Automation Protocol (SCAP) - secunty content for

Benchmark Devel -
automatable security gudance

for creating

OVAL Interprater - free tool for collecting information for testing, carrying out OVAL
Definiticns, and presenting resuits of the tests

Benchmark Edtor™ - free tool !hat enhances and simplifies creation and editing of

Center for Intemnet Security (CIS) Consensus Secunity Metrics Definitions - set of
standard metrics and data definiticns that can be used across organizations to
collect and analyze data on security process performance and cutcomes

written in XCCDF and OVAL

Recommendstion Tracker™ - free tool that facilitates the development of automated
security benchmarks

Twenty Most Important Controls and Metrics for Eflective Cyber Defense and Emns.me Configuration Checklist DQM Format (XCCOF) - spamon
Contnuous FISMA Complance - twenty key actions or secunty “controis” that for uniform
Wsmmmlommmmgamkm Xp:

Open Checilist Interactive Language (OCIL) - standardized language for
SANS Top Twenty - SANS/FBI consensus kst of the Twenty Most Critical Internet expressing and evaluating non-automated security checks

Security Vulnerabilities that uses CVE-IDs 1o identify the issues
OWASP Top Ten - ten most critical Web applcation security flaws

WASC Web Security Threat Classdication - list of Web security threats

Commen Vuinerabiity Scoring System (CVSS) - open standard that conveys
wvulnerability severity and helps determine urgency and priority of response

technical control activites, checking, and
security measurement

Red Hat Repository - OVAL Patch Defintions commesponding to Red Hat Eata
security adwisones

Novell Repository - OVAL Definitions for SUSE Linux Enterprise compliance
checking

Debian Repository - OVAL Definitions corresponding to Debian security advisones
National Checklist Program Repository - U.S. government repository of publicly

‘avalable security checidsta/benchmarks

Cemmnmm%_m {CIS) Benchmarks -
with FISMA, the ISO standard, GLB, SOx.

accepted for
HIPAA, and FIRPA. and other regulatory req for security

best-practice security

DISA Security Technical Implementation Guides {STIGS) - U.S. Defense
Information Systems. Mem.ya (DISA) STIGS are configuration standards for DOD
abled devices and systems

Common Frameworks for Vuinerabdity Disclosure and Response (CVRF) - standard
format for reporting and sharing vulnerability information among multipie

La for Assessment Results [PLARR) -
requesting IT asset assessment results from tocls, databases, wcmerpmuets

Assessment Results Format (ARF) - open language for exchanging per-device
assessment results data between assessment 100is, assel databases, and other
products that manage asset information

Assessment Summary Results (ASR) - for
assessment results data

Federal Deskiop Core Configuration (FDCC) - OMB-mandated security
configuration for Microsoft Windows Vista and XP cperating system software

United States Government Configuration Sasaline (USGCB - security configuration
baselines for IT proeducts deployed across federal

View the current collection of organizations, activities, and initiatives.

Page Last Updated: September 02, 2010

Disclaimer
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